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What is Codebook

Encrypted Data Vault

Guards passwords and private data
Keeps sensitive information organized
Enables quick recall of secrets

Syncs data across multiple devices
automatically or on demand

iOS (iPhone / iPad)

Android
Windows
macOS

Codebook
File  Edit Sync

BEEB

View  Help

B 8 8 /7

= AWS

A ox
BB e Drive
n Dropbox

. Google Drive
£ icloud

:-: Spider Oak

*

= a X
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Dropbox ¢
[ i \popiess
|« <)
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Security

256-bit AES encryption
Peer-reviewed storage engine
Data Protection:

Encrypted at rest on device
Encrypted in transit during sync
Encrypted at rest on all cloud
services
Data encrypted with your
Sync Key and Master
Password
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Getting Started



Master Password

Setup your Master Password on first
use

It's required each time you access
your Codebook data.

Your Master Password is used to
encrypt your data on your device. ltis
not stored in Codebook.

Recommendations:

- at least 8 characters including 1 of
each, capital, number, lowercase, and
special character, ex: ! $ ?

- Complex and difficult to guess

*** You must remember your Master
Password. It cannot be of Codebook

*k%

©) Codebook
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Set Your Master Password

Choose a strong master password, one that you'll
remember. Codebook will use this to generate a key for
encrypting your data.

Mask password fields




Initial View Layout

Toolbar
Search
Category List
Entry List
Entry View

Views

Favorites
& Recents
Journal

—
History

Categories
/. Airlines

g Cloud Services
§&) Codebook Cloud
'_ Credit Cards
&J Delivery

67‘ Development
8 Documents

5 Family

‘ Financial

P Gaming

/.‘ Home

!_ Hosts

(® Laboratory

n Libraries

! Licenses
&2 Medical
—-—

Meeting Notes
#ly Messaging
= Notes

[l Passwords
e

Codebook

Entries

5 Double Drive
2 Dropbox

. Google Drive
£ icloud

! Spider Oak

5 entries

£o

@

- Double Drive
h9 1%

Edit

JCI =S | < § [t

9]

3] g

TOTP 78171 60
Username mmalibu78
Password eeeseesssescccce
Apr 12, 2018 at 7:51AM <)

]
5
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Category

eoe®e A Codebook B W H R [9 < § la}

Views Entries -
Double Drive

: T
Favorites 5 Double Drive e )

& Recents B2 Dropbox

Category T Journal =4 Google Drive

—
History

Data model

i
(TP

TOTP 781711 6D
g iCloud o Username mmalibu78

Password eeessesessscscee
Categories BB spider oak

e  Groups records 0 Aiines
e Navigation-based retrieval GRS

|8 Codebook Cloud

@ Credit Cards E n t ry
&J Delivery

E ntry @ Development

8 Documents

= | Family

e Record with multiple fields; or 2 i
e A multi-line note R Gaming

/.‘ Home

;-::: Hosts

(® Laboratory

W Libraries

B | icenses
&8 Medical
— .

Meeting Notes
Wl Messaging
T Notes

[ Passwords
+ - 5 entries Edit Apr 12, 2018 at 7:51AM ey
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Data model

Fields

e Store related data on an Entry
e e.g. username, password

Labels
e Define the Field type

e [Establish behavior (e.g. launch
email, generate password)

e®oe (O Codebook
Views

Favorites
& Recents
Journal

[—
History

Categories

I Airlines

3 cloud Services
§&) Codebook Cloud
@ Credit Cards
&J Delivery

‘“ Development
ﬁ Documents
I"T”:i‘ Family

& Financial

P Gaming

/l‘ Home

! Hosts

(& Laboratory

W\ uibraries

! Licenses
* Medical
—

Meeting Notes
Wiy Messaging
T Notes

[l Passwords
e

Entries

g Double Drive
E3 Dpropbox

=4 Google Drive
£ icloud

B spiger 0ak

5 entries

8 B d

Field

2 9 < [ |a}

i Double Drive

© oo
O

Edit

TOTP 781711
Username mmalibu78
Password eeessesessscese

Apr 12, 2018 at 7:51AM

60

[<5)

.
Label
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Create a Category

New Category (or shift+3£+N)
Enter a descriptive name
Choose an Icon

Click Create Category

Favorites
> Recents
Journal

8 History

L
’ Airlines

%] Codebook Cloud
-_ Credit Cards
& Delivery

‘l"‘ Development
ﬁ Documents

‘;—_ Family

@ Financial

] Gaming

/H‘ Home
;o

/= Laboratory

B

i! Libraries

M | icenses

Medical

" Meeting Notes

Wy Messaging
Notes

Cancel

CTate Category




Create an Entry

New Entry (or &6+N)
Enter Descriptive Name
Choose Icon
Add Fields

a. Choose Label

b. Enter field value
Click the “Favorite Star” to mark
important entries as Favorites
Click “Edit” to Save changes

eoe 0O Codebook

Views Entries

Favorites | NewEntry
& Recents

Journal

—
History

Categories

I Airlines
£ Cloud Services
Codebook Cloud
@ Credit Cards
&% Deljvery

@' Development
8 pocuments
% Family
& Financial
) Gaming
4 Home
& Hosts
/& Laboratory

[\ uibraries
| jcenses
* Medical
— .

Meeting Notes
Wiy Messaging
™ Notes

= o 1 entries

Edit

pE ME=1a
New Entry DX
=
- +8
Username & User1!

4a

Password &

hjkdfr0dih6756&"k*RJH

4b 4

Apr 8, 2024 at 11:32AM

6/
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Special Labels & Behaviors

e Password/PIN

o Masked
o  Supports random generation
o Weakness warnings are displayed when passwords are entered

e Note

o Free text entry
e \Website

o Launches browser on double click
e Emalil

o Launches email client on double click

e 2-Step Code

o Generates time-based one time passwords (e.g. for Google 2-step)
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e®oe®e A Codebook
Create a Note
:/ Recents
™ Journal
Add Note Entry ( B sty
option+3£+N)
. . . ZAirIines
First line becomes title B it
Multi line text content iy
Save note ‘* Development
ﬁDocumems
EFamily
‘ Financial
] Gaming
/.‘Home
=% Hosts
SEARCH WITHIN A NOTE: e sl
There are 2 ways to activate search: SN
a - Edit -> Find -> Find
o Favorites
b - Sh|ft + 3:@ + F \J Recents
Enter the search criteria in the search ___Jouma' .
o a Hist:
bar. The first occurrence will be = =
g g o Spelling and Grammar
highlighted. Hit return to move to the = et
:Alrlines ransformations
neXt occurrence. E2 Cloud Services ;peech ’
-_Credit Cards AutoFill

&) Delivery
‘“ Development
ﬂ Documents

Start Dictation...
Emoji & Symbols

1

EETHR O

- \ Welcome to Codebook!
E Chevelle in Linden This is a note, feel free to delete it, edit it, or make new ones. We'd like to introduce
=ro ourselves and mention a few things:

Gift Ideas

* Notes are for free-form data; if you're the type who needs more structure have a

Welcome to Codebook! * look at the Passwords category. We've added a sample entry record there that you
can fill out, copy, reuse, or delete. It's merely to show off what you can do. Entry
records can contain any number and kind of fields and be structured however you
like. Go nuts!

* On entry records, you store your information in fields. Each field has a label that's
used to describe the data and provide corresponding behaviors. Adjust your labels
however you like in Settings -> Customize Labels.
3 * We've all got issues—tell us about yours! support@zetetic.net
Thank you,
Zetetic LLC
|
View Window Help

in Linden

? Jan 18, 2024 at 9:48 AM <)

i to Codebook!
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Deleting records

Delete selected category or
entry

(Deleting a category also
deletes all entries)

Delete field:

a - Edit

b - Click minus

Be careful not to lose information,
these operations cannot be undone.

®@®® (O @© Codebook
Views

Favorites
< Recents
4

Journal

—
History

Categories
/ Airlines

2 cloud Services
|8l Codebook Cloud
@ Credit Cards
#3 Delivery

‘7“ Development
8 Documents
-mﬂ_é Family

‘ Financial

P Gaming

4 Home

3.: Hosts

/& Laboratory

.‘ Libraries

M | icenses

Entries

P League of Legends

T Nintendo Power Cheat Codes
P Nintendo Switch

P Psa

P steam

] Xxbox One

6 entries

g EETdHR O © | a

n Nintendo Switch

=
- +9
* Password & NiBAbe2T
Email¢ mmalibu@zetetic.net
Edit Aug 15, 2019 at 6:20 AM ]




Navigation and Retrieval



Categories

Navigate through your own custom
organization structure

Choose a Category from the
navigation area
2. Choose an Entry to view

Categories and Entries are sorted
alphabetically

eoe f
Views

Favorites
5 Recents
@

Journal

—
History

Categories
l Airlines

£ cloud Services
|& Codebook Cloud
-_ Credit Cards
&3 Delivery

‘# Development
8 Documents

5 Family

‘ Financial

] Gaming

/.‘ Home

:.: Hosts

['5 Laboratory

i\ Libraries

M | icenses

* Medical

- .
Meeting Notes
T

© Codebook

Entries

/ American Airlines

T Southwest
~3 *

B United Airlines Card

¢y Virgin Galactic

5 entries

8 &

*

T o8 0 8= §fa

-
/ Porter

A
=
Account 123456789-01
Username mmalibu78
Password eeeeeesecsccsce
Edit Aug 15, 2019 at 6:13AM @
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Favorites

Entries marked with the Favorite star
are quickly accessible

1.  Click on Favorites
2. Click on an Entry

eoe A
Views

Favorites
v Recents
™ Journal

—
History

Categories
I Airlines

E3 cloud Services
|&) Codebook Cloud
@ Credit Cards
&% Delivery

‘“ Development
8 pocuments

5 Family

‘ Financial

] Gaming

N
5 Home

=) Hosts

& Laboratory

.‘ Libraries

B | icenses

8 Medical

- .
Meeting Notes
3

Codebgok

Entries

7

i)

QG ol ¥

us @ D I

@Codebook

Twitter

American Airlines

Airlines

Amex

Credit Cards

CitiBike

Rental Ser

Debit

Financial

Dr. Nick Riviera
Medical

ESPN.com

Sports

Facebook
Fantasy League Sports
Sports

GPG Key

Work

Health Insurance
Medical

Home Alarm Code
Home

iCloud

Cloud S es

Issues Support
D

Lab Code

School

29 entries

BETHE

* O ok ok o o O % o ok o % O Rl %

==
Amex

M8 = [ a

Ul
5]

TOTP
Username
Website

Card Number
Expiration
cvyjcve
Credit Limit
Payment Due
Secret Question
Secret Answer
Phone

Edit

014 519 10
MalibuMike78
https://www.secure-banks-r-us.com
4245313788980394

04/19/2018

e

$30,000

8th of each month

What is the name of your oldest niece?
0000000000000 00000000
1-800-555-1234

Nov 1, 2018 at 1:49 PM (<%
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Search

Quick retrieval of information based on
keyword:

1. Enter search criteria
2. Choose Entry to view

Entry names and all field values are
included in search.

@9® ( © Codebook
Views

Favorites
& Recents
Journal

—
History

Categories

’ Airlines

2 cloud Services
&) Codebook Cloud
@g Credit Cards
#3 Delivery

"* Development
#8 pocuments
—é‘g— Family

‘ Financial

] Gaming

’.‘ Home

% Hosts

/& Laboratory

I‘ Libraries

M | icenses

&8 Medical

— )
Meeting Notes
15

7

n

a

(]

R

1

129

E>

8 &

American Airlines
Airlines

Amex
Credit Cards

GPG Key

Work

iCloud

Cloud Services

L A .

Zetetic Support

Work
* export-redacted.vbs

Scripts

401k

Financial

Codebook Cloud

Cod Cloud

New York Public Library

Libraries

Passwords 15 - Cormac Herley of MS R...
Notes

SQLCipher Community Edition License

Licenses

Support Public Key

Work

12 entries.

i H & /E = T

-
/ American Airlines

Username customer1974
Password eeeecssessscscse

Edit May 24, 2021 at 5:46 AM
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Copy / Paste

Data can be copied to the clipboard

Click on Field to be copied
Click the copy button -or- type
g£+C

Paste into another app with

Fo+V

The clipboard is managed and fields

you copy will be cleared automatically.

eoe A
Views

Favorites
< Recents
4

Journal

—
History

Categories
’ Airlines

2 cloud Services
&) Codebook Cloud
@g Credit Cards
8% Delivery

‘“ Development
#8 pocuments

E Family

‘ Financial

] Gaming

’.‘ Home

B s

é Laboratory

l‘ Libraries

B | jcenses

* Medical

— x
Meeting Notes
+

Y Codebook

Entries

o3 Amex
@ Mastercard

& Visa

@E@ﬁa@@]@ﬁ(bame (<]
—
Amex
* =
* Password eeeeeesecsccscccccce
TOTP 614 744 590

Username MalibuMike78
Website https:, ecure-banks-r-us.com
Card Number 4245313788980394
Expiration 04/19/2018
CVV/CVC eee
Credit Limit $30,000
Payment Due 8th of each month
Secret Question What is the name of your oldest niece?
Secret Answer eeeeceecssccssscscccccce
Phone 1-800-555-1234

3 entries Edit Nov 1, 2018 at 1:49PM 1<%
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Secret Agent



Secret Agent

Global keyboard shortcut to launch
Codebook search from any app

Insert data into an active text field (e.g.
a website password in your browser)

Available on Desktop Only

@ accounts.google.com

Sign in - Google Accounts

Google
[ NON ) Codebook Secret Agent
goog
&, Gmail

Home/Family

Google Drive
c &) Cloud Services

s Google Wallet

Financial

English (United States) ~ Help Privacy

Terms




"N m @ accounts.google.com & © th =}

= ‘ L \ Sign in - Google H"
[ BN ) Codebook Secret Agent
. Google Drive ©
Se &8 Cloud Services P YT
TOTP 999 186 21 N
Password eeeccsssccccscee P

Website accounts.google.com

Press SHIFT + CMD +\ Username mmalibu@zetetic.net

Enter search term

Use up and down arrows or

mouse to navigate results

Press return to select a search ' W

Enter your password IS
result
Arrow down or up to select a
. ) p Forgot password? m
Field (like Password)

Press return to enter value to
active text field in another app

Tip: Favorite entries will sort to the top
in Secret Agent. English (United States) ~ Help  Privacy  Terms
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Synchronization



Synchronization

Codebook can keep data in sync across
multiple devices.

Changes made on any device can be merged.

All devices to be synced share the same Sync
Key. Your Sync Key is generated once and
used for all of your devices.

You select the method to be used to sync your
devices.

Types of Syncing:
1. Codebook Cloud **
2. Cloud Service (Google Drive or
Dropbox)
3. Desktop WiFi

** Codebook Cloud is a subscription service
that automatically syncs your devices as
changes are made.

One Sync Key is used for all
devices being synced

New data and
changes are merged
across Codebook

apps

Desktop

Sync Using
Codebook
Sync Key

Mobile



Create Codebook

Codebook

Cloud Account During

Codebook Cloud is an optional subscription Installation: © codebook
service that automatically syncs your changes to
all of your signed in devices.

Welcome to Codebook

Already using Codebook?

£ Scan Sync Key.

You can create a Codebook Cloud account during
Codebook installation or from the Codebook
Settings Menu.

Setup Later

During Installation: From
1 . Enter your email COdebOOk @& Codebook File Edit Sync Entry View Window Help
2 - Click continue then follow instructions Settings: \ coooa o
OR About Codebook | g il Codebook Q e = @
After Installation from Sync Preferences: Viw Lipsoine s ., B
) Check For Updates -
1 - Codebook -> Settings e
2 SynC tab Preferences... 3%, I3 Cloud Services Sync Service: [ Codebook Cloud @)
. Ch M P d... 5:&5035‘““ : v '
3 - Sync Service - Codebook Cloud ol —
4- Automatically Sync with Codebook Cloud Services > .
5 - Click Sign In then follow instructions i - |
Hide Others "3 H
Show A
For More Info: {ibek Codabaok L - e =

https://www.zetetic.net/codebook/documentation/create-codeb Quit Codebook Q 6 C
odebook

ook-cloud-account/?platform=macos




Initial Sync Key Setup

If you created a Codebook Cloud
account during installation, your Sync
Key has already been created.

If you need to create a Sync Key,
select Setup Sync Key from the Sync
Menu

Since this is your initial Codebook
setup:
Click No

Your new Sync Key will be generated

** A new Sync Key is generated
only once and needs to be
imported to ALL other devices. **

Sync Setup

Setup Your Sync Key

Codebook uses a Sync Key to encrypt all of your data during sync with
a cloud service or another device. Your Sync Key is separate from your
Master Password.

®

Have you already created your Sync Key in another copy
of Codebook?

Setup Your Sync Key

Codebook uses a Sync Key to encrypt all of your data during sync with
a cloud service or another device. Your Sync Key is separate from your
Master Password.

Your new Sync Key is ready!

To enable sync with other copies of Codebook you can access your
Sync Key from the Sync > Add a New Device menu

Next




Backup Sync Key

Your Sync Key is needed to encrypt and decrypt
your data when syncing your devices. You should
generate a backup of your Sync Key so you can
retrieve your data in the event that your device is lost
or damaged.

Options for creating a Backup Sync Key:
1. Print a Backup Code

- a QR code representing your Sync Key
encrypted with your Master Password
*** Be sure to write down your Master Password of the
device generating the backup in the space provided ***
2. Write Down Word List

- a list of 20 words that can be used to generate
the same encryption key that is stored in your Sync
Key.
Master Password not required to decrypt a Word List
3. Save As File

- creates a file that can be copied to another
device for backup or import

## Master Password required to decrypt the file - be sure
to keep a record of it ##

1 | 34 [ Print Backup Code
e

<

N

Backup Your Sync Key

Your Sync Key is used to encrypt your Codebook sync data. It is very
important to backup your Sync Key, if it is lost it cannot be recovered,
We highly recommend printing a Backup Code or writing down a
Backup Word List and storing it securely offline.

Backup Your Sync Key

Choose a backup option:

/ Write Down Word List

B Save AsFile

© Not Now

{ Back

Sync Setup °

Printer: | Brother MFC-9330CDW

° Backup Sync Key

Write Down Your Word List

Write down this Sync Key Word List and store it in a safe place:

This is an unencryped representation of your Sync Key. Making a
digital copy is unsecure.

@ DO NOT PHOTOGRAPH

1. doable budget lash stuck enjoyer
2. pox divisibly elated angled album

3. nurture comea justice couch premium
4. banking excavator  gilled tricking daylong

{ Back

Saving Sync Key File

Saving Sync Key File

Encrypting your Sync Key with your Mastor Password.
P r this Sync Key fil

{ Back

enter location to
save file

*** write your Master Password***
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Import an Already

2 Scan Sync Key

Existing Sync Key O codeboo
During Installation

During initial setup, you will be given the
option to Scan your Sync Key

Welcome to Codebook

nnnnnnnnnn

1 - Click Scan Sync Key
2 - Scan Backup QR Code

3 - Enter Master Password for Sync Key

4 - Click Submit ~

5 - Confirmation of Successful Import Decrypt Sync Key

c ] c Codebool
To import your Sync Key after installation, S OOQOO(
SeleCt Setup SynC Key from the Sync d Enter the master password of the device you're scanning the QR code @
N from to decrypt the scanned Sync Key

menu N

ccccccc




Import an Already
Existing Sync Key

1. From the Sync Menu, tap Setup Sync Key

2. Since you already have a Sync Key, click

Yes and you will be prompted to scan your Sync
Key.

To import your existing Sync Key you can scan it
from another device or from a printed copy.
To Display Sync Key from the desktop app:-

Sync menu > Add a Device
To Display Sync Key from mobile device: -

Sync View > Add a Device
This will display a QR code containing an encrypted
representation of your Sync Key.

3. Click Scan Sync Key and scan the displayed
QR code to store it in the new device. You then
need to enter the Master Password used when
the sync key was generated.

** There is only one sync key that
is used for ALL of your devices.

*%

Setup Your Sync Key

Codebook uses a Sync Key to encrypt all of your data dufing sync with
a cloud service or another device. Your Sync Key is sepdrate from your
Master Password.

®

Have you already created your Sync Key in another copy
of Codebook?

Import Sync Key

Import Sync Key

After clicking the Scan Sync Key button, you'll be asked to allow
Codebook to access your camera to scan the Sync Key from another
copy of Codebook

To display your Sync Key QR code on another device: select Add a

New Device from the Sync menu on desktop, or from the Sync screen
on mobile.

Scan Sync Key

| Have a Word List Instead

Import a Sync Key file

{ Back




Import an Already
Existing Sync Key

(continued)

Scan Sync Key:

- Scan the QR code using your
computer’s camera

- Enter the Master Password that was
used when the Sync Key was created
- Click Submit

Decrypt Sync Key

Enter the master password of the device you're scanning the QR code
from to decrypt the scanned Sync Key

\

L

{ Back

Sync Setup

Sync Key Captured

Sync Key Captured

To enable sync with other copies of Codebook you can access your
Sync Key from the Sync > Add a New Device menu

Next

{ Back
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Import an Already
Existing Sync Key

(continued)

Enter Word List to

Import Sync Key

- Enter the 20 words in the Word List in
order
- Click Done

Import Sync Key File

If you select the Import a Sync Key file
option, you will be prompted to select
the location of the file *

- Click Import Sync Key

* the file was created with the name
Codebook.synckey

LX) Import Sync Key o0 Import Sync Key

Word Enter Your Word List Sync Key Captured
L I St: Enter your Sync Key Word List in the order you wrote it down:

1. | eradicate kebab sabbath sabbath dairy

2. aide steep fable pelt hurled

3. [ yah gallows tablew: lad bedient

l 4 hortly racing fancied d moch: ]

Lo Syne ey Coptued

To enable sync with other copies of Codebook you can access your
Sync Key from the Sync > Add a New Device menu

{ Back ? {Back

Import File: s .

Decrypt Sync Key File

Codebook.synckey
Codebook Sync Key - 247 byt




Set Sync Preference
1. Select Codebook -> Settings

2. Select your Sync Service from the drop down
list.

SYNC NOTES:
You need a Codebook Cloud subscription to
automatically sync your devices

Authenticate with the service once and allow

Codebook to link to your personal cloud account

Desktop WiFi sync is initiated from the iOS or
Android device

NOTE: even if you only use Codebook on one device,
Syncing your data creates an encrypted backup copy of
your data in a cloud service which will allow you to restore
your data in case your device is lost, damaged or stolen.
** You will need a Backup Sync Key to restore your data.

Settings

! @ m ==

General Sync Locking Passwords Updates

SV oe1:aute4 v Codebook Cloud D

Automati

Codeboo
backgrou

Account: No

Sign In

Privacy Policy

Desktop WiFi

Dropbox ok Cloud

Google Drive lly sync your changes in the
Local Folder

None




Codebook Cloud
Synchronization

Codebook Cloud is a subscription sync
service that allows you to make
changes to your Codebook records on
multiple device and it will automatically
keep them up-to-date

All of your devices must have
Codebook Cloud selected as the sync
preference and be signed in to the
same Codebook Cloud account.

** The same Sync Key is used for all of
your devices **

Sync is triggered on
each device as
changes are made

Desktop

Codebook
Cloud

Mobile

Changes are stored in
a central copy



Cloud Service
Synchronization

Data can be synced using your o
D b G le Dri t Sync is triggered on
ropbox or Google Drive accoun each device on

demand Mobile
All data on the Cloud is encrypted
using your Sync Key
When syncing using a cloud service,
the sync process must be initiated
from each device to ensure a.II . Changes are stored
changes are made on all devices. Cloud Service in the central copy on
the Cloud

Syncing is done with one Cloud

Service at a time

** The same Sync Key is used for all of

your devices ** Desktop 6 Codebook




How to sync using
a Cloud Service

Tap the Sync button

Sign in to your Google Drive or
Dropbox account to authenticate
Sync will proceed after
authorization

Tip: Sync periodically to keep your data
in sync across your devices.

Favorites
> Recents
™ Journal

= History

I Airlines

£ Cloud Services
@ Credit Cards
E‘»‘& Delivery

“ Development
8 Documents
Z? Family

& Frinancial
] Gaming

/If‘ Home

MR osts

= Laboratory

I\ Libraries

M |jcenses
2 Medical

® Meeting Notes
'J Messaging
T Notes

Il Passwords

Codebook
===
¥ 3 Amex
£ Amex * =l
@ Mastercard
&= Visa K Password esessessssssescsssss
835 088 20 N

MalibuMike78
ps://www.secure-banks-r-us.com

4245313788980394

04/19/2018

.ee

$30,000

8th of each month

What is the name of your oldest niece?

......................

Phone 1-800-565-1234

Synchronization in progress 100% f[©
Be

All Done!

Cancel

i 3 entries Edit Nov 1, 2018 at 5:49 PM
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Cloud Service Sync example

Computer Mobile Device

1. Add a new entry in Codebook Desktop
Start Sync

3. Changes copied to Cloud Service

Codebook Desktop changes merged from
Cloud service to Codebook Mobile

6. Edit Entries on Codebook Mobile

7. Start Sync

8. Mobile changes copied to Cloud Service

\ 4. Start Sync
5.

9. Start Sync
10. Mobile changes merged from Cloud
Service to Codebook Desktop

6 Codebook



Syn C U S | ng c Sync is tr!ggerec_j on
DeS kto p Wl F| the mobile device

WiFi Sync will merge new data and
updates on both the desktop app and
the mobile device

Both devices must have the same A
Sync Key m

6 Data will be merged
and updated on the
mobile device and the
desktop

Mobile

WiFi Sync is started on the mobile
device

Both devices must be connected to the
same WiFi network to be able to sync

Desktop 6 Codebook




Important Preferences



Customize Labels

Add new custom labels
Customize behaviors
Enable masking

Available under File -> Customize Labels

(or E+L)

Views

Favorites
>’ Recents
Journal

= History

I Airlines

2 cloud Services
§&l Codebook Cloud
@@ Credit Cards
&% Delivery

" Development
ﬁ Documents

= amily

@& Financial

#] Gaming

/;‘ Home

:- Hosts

(= Laboratory

[\ Libraries

Codebook

Entries [r—
5 Amex
&3 Amex * =
@ Mastercard
Customize Labels
Labels control the display and behavior of your Fields. 25
8
‘ Label Mode Mask on display Fields ‘ isecure-banks-r-us.com
Password Password T v 104 880394
Email Email Address < 66
Website URL / Website < 56
Username Plain Text < 42
Tag Plain Text < 14 month
Account Number < 13 lame of your oldest niece?
PIN PIN ] 13 essscccsssese
Phone Telephone Number < 12 234
Expiration Plain Text < 10
Payment Due Date < 8
TOTP 2-Step Key (TOTP) < 8
License Ka: Plain Taxt 2 v
Merge Label Remove Add Label Done
T
+ 3 entries Edit Nov 1, 2018 at 1:49PM

~
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Autolock

eoe A Codebook B W H B [3 <~ §| a
Views Entries —
Leaves application unlocked for a ortes a6 S ST .
designated period of time (default 5 & Recents B . 1 .
. Journal General Sync Locking Passwords Updates
minutes) = pistory mroem 3
Gatsgodas Locking: Automatically lock after 5 minutes s_ :ilw
Automatica”y |OCkS app“cation When /. Airlines Lock on screen saver and screen lock 0294
. . B2 cloud services Post macOS notification on lock
timer expires {8 Codebook Cloud 1
-_ Credit Cards 3 ::::; of your oldest niece?
§3 Delivery Touch ID: Enable Touch ID Login B ccccccccce
A”OWS more CO nvenlent access ‘Qf Development Stores your Master Password in the macOS Secure Enclave. 1234
without repetitious logins _E:m:‘
‘ Financial Reminder:
0 . P Gaming Reminder to type your Master Password so that you do not forget
Tlp Be Carefl.”, When aUtO|OCk IS /.‘ Home it when Touch ID Login is enabled.
. s
enabled your data is exposed. a et
(® Laboratory T T
.‘ Libraries

+ + 3 entries Edit Nov 1, 2018 at 1:49PM

Available under Codebook menu ->
Settings -> Locking
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Data Detection

Data Detection allows you to interact with
websites, phone numbers, dates and more
within Note Entries.

1. Allow data detection in notes:
Codebook menu -> Settings -> General

oN ] Settings
] i oo
General Sync  Locking Passwords

Default focus to Search

Enable Secret Agent

Keyboard shortcut o\ ?

aETdHEO ! Q

Updates Meet Jennifer at 7pm 9/12/2024 at 1313 Mockingbird Lane, Hometown, NY

Taker her to the airport for flight number KL465 -
14 at 1313 Mockingbird... If she is not there by 7,
You can reach her at 555-426-1234
1 of MS Research
She will be staying at the hotel -
http://mycomfortstays.com/

*

Secret Agent is a keyboard shortcut for filling in your passwords

Sort Labels by ~ Frequency-of-use

Sort Journal by ~Created (@

2. When in edit mode hovered over the data
that can interact. Right click to show the
available options.

Views

Categories

Examples:
Dates, Flight Numbers, Addresses, Email,
Websites, Phone Numbers

@ Credit Cards
B3 Delivery

@' Development
83 Documents
25 Family

& Financial
] Gaming

4 Home

& Laboratory

I\ uibraries

M icenses

& Medical

=7 Meeting Notes
Wy Messaging
7 Notes

Ml Passwords
& Pets

B Recipes

=

eoe O Codebook aeTd=a B < Qv
Enable data detection in notes views Ertries Meet Jennifer at 7pm 9/12/2024 at 1313 Mockingbird Lane, Hometown, NY
Highlights links, addresses, phone numbers, dates. Categories =2
Chevelle in Linden Taker her to the aiport for lght number KL465
. X : & Credit Cards L
Use fixed-width font for fields and notes Meet Jennifer at 7pm 9/12/2024 at 1313 Mockingbird... If she is not there by 7,
8% Delivery — You can reach her at 566-426-1237.
Passwords 16 - Cormac Herley of MS Research
Clear shared clipboard after two minutes & oenen B Sh Wb stery SLha hotal-
i 8 Documents Welcome to Codebook! * | httpiimycomfortstays.com)
Double-click on fields to copy to the clipboard i Family Message +1 (555) 426-1234
Exceptions: Websites, URLS, emails, and phone numbers always open d @ Finncal Large Type
double-click R caming - Look Up *555-426-1234"
4 Home
Search With Yahoo!
Send anonymous usage statistics =] H
; & Lo Options for a
Help Zetetic improve Codebook. Learn More Copy.
T braries i
= h mb
_ e phone number -
o T 2 Medica
W Recipes - Speling and Grammar >
- Substiutions >
= = Wy Vossaging o >
™ Notes Layout Orientation >
I Passwords AutoFil >
Senvces
Codebook 8 = [+ + aenties it Apr 82020 1 4GP

Entries

Chevelle in Linden

™ Meet Jennifer at 7pm 9/12/2024 at 1313 Mockingbird...

T Passwords 15 - Cormac Herley of MS Research

T Welcome to Codebook!

+ 4entries

Meet Jennifer at 7pm 9/12/2024 at 1313 Mockingbird Lane, Hometown, NY
Taker her to the airport for flight number KL465

If she is not there by 7,
You can reach her at 555-426-1234

She will be staying at the hotel -
* httpiimycomfortstays.cor

—

Options for
a link

Open Link
Open With >

Search With Yahoo!

cut
Copy
Paste

are...

Spelling and Grammar
Substitutions
Transformations
Speech

Layout Orientation

AutoFill
Services

Edit Apr8,2024 at 1:46PM




Clipboard clear

Codebook automatically wipes secrets
from the system clipboard after 2
minutes.

Available under Codebook menu ->
Settings -> General

o0 (O Codebook
Views

Favorites
S Recents
| Journal

—
History

Categories
l Airlines
1 cloud Services
§&) Codebook Cloud
&% Delivery
‘\7 Development
8 Documents

Family

W

‘ Financial
] Gaming

/I‘ Home

E Hosts
(® Laboratory

“ Libraries
e

Entries

(= Amex

._ Mastercard

@ Visa
®

ETHRHO

|
* u Amex

-

*
20 Settings
)
General Sync  Locking Passwords Updates
0 Default focus to Search

Enable Secret Agent
Keyboard shortcut 0%\ ?

Secret Agent is a keyboard shortcut for filling in your passwords.

Sort Labels by Frequency-of-use
Sort Journal by Created [

Enable data detection in notes
Highlights links, addresses, phone numbers, dates.

Use fixed-width font for fields and notes

Clear shared clipboard after two minutes _

Double-click on fields to copy to the clipboard
Exceptions: Websites, URLs, emails, and phone numbers always open on
double-click.

Send anonymous usage statistics
Help Zetetic improve Codebook. Learn More

= @
89
tom
niece?
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Password Review

When the Preference is set, you can review
your passwords with
HavelBeenPwned.com. The review will

[ BON J Settings

i

General Sync Locking Passwords Updates

Password AutoFill

Codebook supports Password AutoFill for macOS. You can enable this
feature in System Settings.

Open System Settings

Password Review

take place as a new password is entered. - haviow mesonis whlb editing

You can also review a password on an
existing entry:

1. Right click on a password field. The
Password Options Menu will be
displayed. o
2. Click Review Password. =i
Codebook will let you know if any

/. airiines
breaches have been found.

2 Cloud Services
& codebook Cloud
@ Credit Cards

% Delivery
@' Development
8 Documents

O R &5 Family

& Financial
Use the Keyboard Shortcut - E
B524R

To perform Password Review

& Laboratory

\ uibraries

Automatically and securely checks whether a password appears in the
HavelBeenPwned.com database of hacked passwords, while you edit it.

282 18 Right ©
; 401k CliCk Pk
~ E

%

3]

Username mmalibu78

Learn More P d )|
B nterest Rate 7.0% . INGORY
nterest Rate 7.0%
t - yer Match 4% Copy C
A At ‘ wall Secret Question What v o
i - STaTer Secret Answer eesed
E3 Cloud Services ™ Financial Advisor Meeting N... Website https:/| © Show Password

|8 Codebook Cloud

I Google Wallet

Entries
2 a0tk

£ Banque Cantonale de Geneéve
I Checking Account

@ Debit

& Diner's Club

W ewallet

T Financial Advisor Meeting N...
M Google Wallet

|8l safe Deposit Box

M student Loans

® ussac

1 entries. Edit Aug 14, 2019 at 7:35 AM

Magnify Password

Review Password

Aug 14, 2019 at 7:35 AM
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[ NON ) Settings

i @ oo

General Sync Locking Passwords Updates

1 Default focus to Search 4
Q \ Enable Secret Agent /
e C ret g e n t Keyboard shortcut on\ ?

Secret Aaent is a keyboard shortcut for filling in your passwords

ency-of-use [
k.

On Settings Menu, check

ed
“‘Enable Secret Agent with :{3 -
keyboard Command”

Bsses, phone numbers, dates.
: ) Enabling Secret Agent for fields and notes

Click the “Choose User Scripts

Folder” button

Codebook needs permission to access
2 the User Scripts folder for this feature to
\ work. This is done by choosing the folder s {5 copy to the clipboard
(Codebook will set up the right one.) URLs, emails, and phone numbers always open on

ird after two minutes

Codebook will choose the

correct folder, simply click Choose User Scripts Folder i ———

5 . 3 net.zetetic.Strip.mac [<] Q

“Choose User Scripts Folder”
again

group.com.apple.reminders
group.com.ap..r-preferences

omi

l Cancel l
liaServices 0 group.com.apple.sharingd

£ Application Scripts 8 group.com.apple.stocks

Choose the key sequence to B bocuments 8 Aopication Support I oo sonan, sk fes
@ mkramer B9 Assistant B8 group.com.apple.storekit
[ Assistants 9 group.com.apple.tips
launch Secret Agent = e B oo ap s
9 Shared £ Autosave Information £ group.com.ap....transparency 3
ot 3 Biome 9 group.com.ap...emos.shared /
0 Caches 9 group.com.apple.weather
[0 Margaret's MacBook...
[ Calendars
@ Network B3 CaliServices B3 group.isworkflow.shortcuts
e B3 CloudStorage B8 group.tvapps...ices.container
® Red B3 ColorPickers. B0 net.zetetic.ChangesetViewer
= coors
® Orange
Yollow
o
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Other Features



About Codebook
Check For Updates...
Settings...
»
Change Master Password...
Password Change - : —
ervices x = _
Hide Codebook Prd
Available under Codebook menu -> Hide Others \ DR AR SAE TSV
TOTP 481863 20
Change Master Password Username MalibuMike78
Website https://www.secure-banks-r-us.com
Lock Codebook Card Number 4245313788980394
S Expiration 04/19/2018
| Quit Codebook p CVVICVC see
0
& Delivery Old password: B month
] h f your oldest niece?
et " 4
88 Documents L
566-1234

& Family Verify:
@ Financial
P9 Gaming Cancel
/H‘ Home
B osts

) Laboratory
lﬂ‘\ Libraries
B |icenses
* Medical
~ Meeting Notes
!( Messaging

Notes

Bl Passwords

ek + 3 entries Edit Nov 1, 2018 at 5:49 PM
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Magnify a Field

To Magnify a field in an entry:

1. Right click on a field. The
Field Options Menu will be
displayed.
2. Click Magnify [field type].
3. The value of the field will be displayed in
a large font.

B ETgdHO < § a

E Diner's Club 1 - ng ht A
= Click =

Account 4676645424231123
A Expiration 03/22/2017

eoe f Codebook
Views Entries
i =
Favorites < 401k
& Recents ™ Banque Cantonale de Genéve
T Journal
Joumal Il Checking Account
—
History —
g Debit
/. Airlines B ewallet
B3 Cloud Services T Financial Advisor Meeting N...

'
&) Codebook Cloud - Google Wallet

-—Credi( Cards " "
- Safe Deposit Box

& Delivery
‘“ Development
88 Documents

M Sstudent Loans
B UBS AG

i o
o Family

‘ Financial
] Gaming
N yome

L

h every 3 months

Q Hide Account 38 2

Magnify Account RBY _

4676645424231123

Account




