Codebook

6 Codebook



What is Codebook

Encrypted Data Vault

Guards passwords and private data
Keeps sensitive information organized
Enables quick recall of secrets

Syncs data across multiple devices
automatically or on demand

iOS (iPhone / iPad)
Android

Windows

macOS
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Security

256-bit AES encryption
Peer-reviewed storage engine
Data Protection:

Encrypted at rest on device
Encrypted in transit during
sync

Encrypted at rest on all
cloud services

Data encrypted with your
Sync Key and Master

Password
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Getting Started



Master Password

Setup your Master Password on first use
It's required each time you access vault

Your Master Password is used to encrypt
your data on your device. It is not stored
in Codebook.

Recommendations:

- at least 8 characters including 1 of each,
capital, number, lowercase, and special
character, ex: ! $ ?

- Complex and difficult to guess

*** You must remember your Master
Password. It cannot be recreated outside
of Codebook. ***

6 Codebook

Master Password <®

123 45678 90
qgqwer tyuiop
asdf gh j kI

$&$ z x cvbnm@




Welcome

NOoO Ok ON-~

Navigation Menu
Category List
Search

Favorites
Recents

Settings
Synchronization
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& Delivery
6} Development
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Data model

Category

Entry

Groups records
Navigation-based retrieval

Record with multiple fields; or
A multi-line note

12:40 © Category
f  Airlines

/ American Airlines

l Porter

T Southwest

Entry

E United Airlines Card

sy Virgin Galactic



Data model

Fields

e  Store related data on an entry
e e.g.username, password

Labels

e Define the Field type
e  Establish behavior (e.g. launch
email, mask password)

Label

=== United Airlines...
Airlines

: @
FIELDS IMAGES

Account .
3459222696257262 Field

Expiration
07/16/2016

Ccvv/cvec

Credit Limit
$7,000

Miles Per Dollar
2

Pavment Due
20th of each month

Last updated: Sep 14,2017, 05:48
AM



Create a Category
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Save =
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Create an Entry

12:53 © en + 1263 © eon

Add Entry (plus symbol) f New Category QA @ f New Category QA @
Tap Add
CHoose Icon (next slide)
Enter Descriptive Name (next
slide)
Add Fields (next slide)

a. Choose Label

b. Enter field value
Click the “Favorite Star” to mark
the most important record (next
slide)
Save entry (next slide)

Add

No Entries No Entries




Create an Entry
(continued)

Add Entry (previous slide)
Create Entry (previous slide)
Choose Icon
Enter Descriptive Name
Add Fields

a. Choose Label

b. Enter field value

c. Check Mark - Done
Tap the “Favorite Star” to mark
the most important record
Save entry

1:07 o

f  Add Entry

SO |

1:01 © o
A Chocsealabel @ ®
Sqrt by: frequency

Q, Password
Email

@ Website

= Username
= Tag

123 Account

123 PIN

. Phone

= Expiration
) Payment Due
& ToTP

= License Key

123 SSN

1:02\® o*n

A Password Q v

LglmO)Lv"KA2])6e

OPTIONS

Character set

Length —eo

Exclude 'il1|o00'




Special Labels & Behaviors

e Password/PIN

o Masked

o  Supports random generation
e Note

o Free text entry
e Website

o Launches browser on tap
e Email

o Launches email client on tap
e Phone

o Can be used to make calls
e 2-Step Code

o Generates time-based one time passwords (e.g. for Google 2-step)
e Date

o Ensures dates are valid 6 Codebook



Create a Note

Add Note (plus symbol)

Add Note

First line becomes title (next slide)
Multi line text content (next slide)
Done -- save note (next slide)

1117 ©
f Notes
T Chevelle in Linden
r Passwords 15 - Corm...
r The first line become...
r Welcome to Codebook!

h

116 ©

Notes
Chevelle i Add Note
Passwords 15 - Corm...
The first line become...

Welcome to Codebook!




Create a Note
(continued)

Add Note Entry (previous slide)
Create Note (previous slide)
First line becomes title

Multi line text content

Tap Check Mark to save note

elcome to Codebook!

This is a note, feel free to delete
it, edit it, or make new ones.
We'd like to introduce ourselves
and mention a few things:

* Notes are for free-form data; if
ou're the type who needs more
structure have a look at the
Passwords category. We've
added a sample entry record
here that you can fill out, copy,
reuse, or delete. It's merely to
show off what you can do. Entry
records can contain any number
and kind of fields and be
structured however you like. Go
nuts!

* On entry records, you store
our information in fields. Each



Deleting categories s o v

A Categories Q @

1. In the Categories View, long tap 7, Aifines
a category to delete

2. Tap delete category

3. Tap ‘Yes’ to confirm your deletion

B Cloud Services

i - .
=15 Deliverv
&% ® Warning!

Be careful not to lose information! Deleting this category
will delete all the

entries in it as well. Are

**Deleting a category will delete all
entries inside that category **




Deleting entries

1. Inthe Entry view tap Edit
2. Tap Delete
3. Tap ‘Yes’ to confirm delete

Alternate delete method:

Long tap entry within category list

b. Select ‘Delete Entry’ from context
menu

c. Confirm deletion

o

Be careful not to lose information!

/N New Entry
B New Cateaory

]
IMAGES

Last updated: Nov 11, 2024, 01:34
PM

133 ©

# Edit Entry

New Entry
New Cateqory

]
IMAGES

@® Add a new field >

Last updated: Nov 11, 2024, 01:32

@® cConfirm Delete

Are you sure you want
to delete this entry, and
all the data in it?

No Yes




Deleting fields

In the Entry view tap edit pencil
Tap the trashcan next to the field
to be deleted

Tap Delete (next slide)

Tap save icon (next slide)

Be careful not to lose information!

/N New Entry
B New Cateaory

@
IMAGES

Last updated: Nov 11, 2024, 01:34
PM

152 © *n
f  Edit Entry Q B

New Entry
New Cateaorv

: (2
FIELDS IMAGES
-~ Password

@ Add a new field >

Last updated: Nov 11, 2024, 01:34
PM

DELETE




Deleting fields
(continued)

In the Entry view tap edit pencil
(previous slide)

2. Tap the trashcan next to the field
to be deleted (previous slide)

3. Tap ‘Yes' to confirm deleting the
field

4. Tap save icon

Be careful not to lose information!

® Warning!

Are you sure you want
to delete this field?

No

Yes

1:55 © v
f  Edit Entry SO~ |

New Entry
New Cateaorv

: L
FIELDS IMAGES

® Add a new field >

Last updated: Nov 11, 2024, 01:34
PM

DELETE




Navigation and Retrieval



Categories

Navigate through your own custom
organization structure

1.  Choose a Category from the
Categories list
2. Choose an Entry

Categories and Entries are
sorted alphabetically

2116 ©
A Categories
, Airlines
E3 cloud Services
i Credit Cards
'g'J@ Delivery
‘:{ Development
ﬁ Documents

2116 ©
A Airlines

Z American Airlines
l Porter
T Southwest

United Airlines Card

iy Virgin Galactic

=== Jnited Airlines...
Airlines

: ]
FIELDS IMAGES

Account
3459222696257262

Expiration
07/16/2016

Cvv/cvec
Credit Limit
$7,000

Miles Per Dollar
2

Pavment Due
20th of each month

Last updated: Sep 14, 2017, 05:48

AM




Favorites

Entries marked with the Favorite star are
quickly accessible

1. Tap “Favorites” from the side
navigation menu
2. Choose Entry
3.  To un-favorite an entry from the
favorite view:
a. Tap star to un-favorite, will
display gray star outline

To Add a Favorite from Favorites View:
A. Tap the ‘+’ symbol
B. Entries that are not favorites will be

displayed. Tap to select the Entry (Entries)

you want to make favorites.

2:27 ©
A Entry
O Categories
* Favorites
® Recents
Q Search
£ Settings

© Sync

2:33 ©
A Favorites
Find Favorites

u @Codebook

Twitter

, American Airlines
Airlines

= Amex
= Credi.. Nov 11 2:33 PM

. Car2Go
=
¥=4 Rental Services

% CitiBike

Rental Services

= Debit
Financial

™ Dr. Nick Riviera
= Medical

2:34 ©
A Favorites
Find Favorites

u @Codebook

Twitter

l American Airlines
Airlines

= Amex
“ Credi.. Nov 11 2:33 PM

& Car2Go
S
¥=¢ Renta... Nov 11 2:34 PM

% CitiBike
Rental Services

== Debit
Financial

™ Dr. Nick Riviera
= Medical




Recents

Quick retrieval of the 20 Entries most
recently accessed

1.  Choose a Category

2. Choose Entry

3. Tap trashcan to clear recents
list

Recently viewed entries are
automatically added to the top
of the list

2:27 ©

A Entry

0O Categories
vr Favorites
O® Recents

Q Search

& Settings

© Sync

2:28 ©
A Last10

<= Home WiFi
=29 Home Nov 11 2:28 PM

[ '5 FedEx
‘ Shipp... Nov 11 2:28 PM

Sarah
Family Nov 11 2:28 PM

Amex
* Credi.. Nov112:28 PM

#4¢ Delivery.com
&= Deliv... Nov112:27 PM

United Airlines Card
Airlin... Nov 11 2:27 PM

/4 New Entry
B New.. Nov112:15PM

Welcome to Code...
Notes Nov 11 1:20 PM




Search

Quick retrieval of information based on
keyword. Matching favorite results are
populated to the top of the result list.

1. Tap “Search” from the side
navigation menu

2. Enter search criteria

3. Choose an Entry

Entry names and all field values are
included in search (in this search
example, the 401k entry has the secret
question value of “What was your first
pet’s name?” which contains the
search criteria “am”)

242 ©
fr  Entry
0O Categories
w Favorites
O© Recents
Q Search
& Settings
© Sync

241 ©
f Search
ame

o 401k
7~ Finan... Nov 11 2:40 PM

-# American Airlines
»
Airlines

= Amex
&= Credi.. Nov112:33PM

M GPG Key
& work

n iCloud

== Cloud Services

™ Zetetic Support
= \Work

™= 'export-redacted....
Scripts

o~ 401k
7~ Financial

|
FIELDS IMAGES

Username
mmalibu78

Password

Interest Rate
7.0%

Emblover Match
4%

Secret OQuestion
What was your first pet's name?

Website
https://www.tiaa.org

Last updated: Nov 11, 2024, 02:40




Copy / Paste

Data can be copied to the clipboard = United Airlines...
Airlines

Long Tap on a field : ]
Tap Copy (Field Label) Account FIELDS IMAGES

Account
Paste into other applications 459222696257762

Expiration  Field Options
07/16/2016

Copy Account
Clipboard is managed and cleared Cvv/CVvC Py

automatically P r— Hide Account
redit Limit
§7,000

Miles Per Dollar
2

Pavment Due
20th of each month

Last updated: Sep 14, 2017, 05:48
AM




Synchronization



Synchronization

Codebook can keep data in sync across multiple
devices.

Changes made on any device can be merged.

All devices to be synced must share the same Sync
Key. Your Sync Key is generated once and used for
all of your devices.

You select the method to be used to sync your
devices.

Methods for Syncing:
1. Codebook Cloud **
2. Cloud Service (Google Drive or Dropbox)
3. Desktop WiFi

** Codebook Cloud is a subscription service that
automatically syncs your devices as changes are
made.

One Sync Key is used for
all devices being synced

New data and changes
are merged across
Codebook apps

Desktop

Sync using
Codebook
Sync Key

Mobile



Create Codebook
Cloud Account

Codebook Cloud is an optional subscription service
that automatically syncs your changes to all of your
devices.

You can create a Codebook Cloud account during
Codebook installation or from the Sync Preferences
Menu.

During Installation:
1 - Enter email address
2 - Tap Go
3 - Follow instructions to create account
OR
Already Using Codebook:
1 - Tap Service on Sync Screen, select
Codebook Cloud and follow instructions to
create account

For More Info:

During Installation:

Welcome to Codebook
New to Codebook?

Enter your email address to create a
Codebook Cloud account:

mmalibu@zetetic.net [0]

+ Automatically syncs your data on all
supported platforms
« Free to try for T month 2

@ LEARN MORE

Already Using Codebook?

B SCAN SYNC KEY

+ Quick setup with QR Code

* Includes all core Codebook featur7

From Sync Menu:

11:08 © 0« »

f Sync

OPTIONS 1

Service / Dropbox >

Account Tap to connect >

SYNC KEY
Add a New Device
Backup Sync Key

Delete Sync Key

ADVANCED OPTIONS

Overwrite

Replaces data on Dropbox with local data.
Restore

Clears local data, restores from Dropbox.
Merge

Restore from Dropbox and merge in local
changes.



https://www.zetetic.net/codebook/documentation/create-codebook-cloud-account/?platform=android
https://www.zetetic.net/codebook/documentation/create-codebook-cloud-account/?platform=android

Create Codebook
Cloud Account

Codebook Cloud is an optional subscription service
that automatically syncs your changes to all of your
devices.

Already using Codebook:
(continued)
1 - Tap Service (previous page)

2 - Tap Codebook Cloud

3 - Tap Sign In

4 - Tap Create Account

5 - Follow instructions to create a
Codebook Cloud Account

For More Info:

11:09 © 0 ¢« B> > 1152 ©

A  Sync f Sync

Codebook Cloud

Store your encrypted database in your account.

OPTIONS

Service Codebook Cloud >

Dropbox !
Store your encrypted database in your account. Account \—b Signin >
Google Drive

Store your encrypted database in your account.
WiFi

Connect to Codebook running on your desktop.

Auto Sync o

@ Sign In to sync with Codebook
Cloud

1111 00 ¢

f Codebook Cloud

Sign In

‘Email Address ‘

‘Password ‘ @

CREATE ACCOUNT

4"

Codebook Cloud with local

restores from Codebook


https://www.zetetic.net/codebook/documentation/create-codebook-cloud-account/?platform=android
https://www.zetetic.net/codebook/documentation/create-codebook-cloud-account/?platform=android

Backup Sync Key

Your Sync Key is needed to encrypt and
decrypt your data when syncing your devices.
You should generate a backup of your Sync Key
S0 you can retrieve your data in the event that
your device is lost or damaged.

Options for creating a Backup Sync Key:
1. Print a Backup Code

- QR codes representing your Sync Key
encrypted with your Master Password

Be sure to write down your Master Password of the
device generating the backup in the space provided
2. Write Down Word List

- a list of 20 words that can be used to
generate the same encryption key that is stored
in your Sync Key.
Master Password not required to decrypt a Word
List
3. Save As File

- creates a file that can be copied to another
device for backup or import
## Master Password required to decrypt the file - be
sure to keep a record of it ##

1:33 © 0
A Backup Sync Key
Backup Sync Key

Your Sync Key is used to encrypt
your Codebook sync data. It is very
important to backup your Sync Key,
if it is lost it cannot be recovered. We
highly recommend printing a Backup
Code or writing down a Backup Word
List and storing it securely offline.

\D Choose a backup option:
Print Backup Code
O Write down Word List

O Save As File

@ 1226 coo

O Not Now = Documents

Pixel5 > Documents

2: Word List

1: Backup Code

. 12:02 © ©
— Brother MFC-9330CDW A Word List
10.220.188.16

Copies: 1 Paper size: Letter

V @

Write down this Sync Key Word List
and store it in a safe place. This is an
unencrypted representation of your
Sync Key. Making a digital copy is
unsecure.

(&) DO NOT PHOTOGRAPH

1 reprimand hurled onion crinkly
pauper

un 27,2024

Codebook Backup Code

2 dining tuesday unengaged
resonate marvelous

3 stopping reaction skinny deck
glimpse

4 mashing matchbook removed
fracture capably

/

Files in Documents

No items

/

Codebook.synckey



Import an Already —
EXiSting SynC Key Welcome to Codebook H A Scan QR Code

To display your Sync Key in another
copy of Codebook, access Sync > Add

During Installation |

. 0 oo . . Tap QR code below to scan existing Sync Key
During initial setup, you will be given the
Welcome to Codebook

option to Scan your Sync Key E E/Z
New to Codebook?
-1

_Cli Enter your email address to create
1 - Click Scan Sync Key a Codebook Cloud account:

2 - Tap QR Code and Scan ‘Ema" Addross
3 - Enter MaSter Password for SynC Key * Includes all core Codebook features Enter your Master Password to decrypt

+ Automatically syncs your data on all the scanned Sync Key.

4 - Tap Process supported platforms

* Free to try for T month

® LEARN MORE

Already Using Codebook?
. =2 SCAN SYNC KEY
To import your Sync Key AFTER
. . * Quick setup with QR Code
installation, select Setup Sync Key from —_—
the Sync screen




Import an Already
Existing Sync Key

1. From the Sync Menu, tap Setup Sync Key

2. Since you already have a Sync Key, tap
IMPORT SYNC KEY.

There are 3 options for Importing your Sync Key:

1-SCAN QR CODE
2 - ENTER WORD LIST
3 - CHOOSE FILE

To Display Sync Key from the desktop app:-
select Sync menu > Add a Device
To Display Sync Key from mobile device: -
Sync View > Add a Device
This will display a QR code containing an
encrypted representation of your Sync Key.

** There is only one sync key that
is used for ALL of your devices. **

OPTIONS
Service Codebook Cloud >

Account Signin >

Auto Sync o

(D Sync Key needed to sync with
Codebook Cloud 1

SYNC KEY /
Setup Sync Key >
ADVANCED OPTIONS

Overwrite

Replaces data on Codebook Cloud with local
data.

Restore

Clears local data, restores from Codebook
Cloud.

Merge

Restore from Codebook Cloud and merge in
local changes.

Option 1 - Scan QR Code:

123 ©0 A
A Sync Setup

Setup Your Sync Key

Codebook uses the Sync Key to
encrypt all of your data during sync.

®

Do you already have a Sync Key?

IMPORT SYNC KEY

If you do not already have a Sync Key,
create one now.

CREATE SYNC KEY

124 ©0 A
A Sync Setup

Import Sync Key

An existing Sync Key can be imported
via QR code, or a word list.

SCAN QR CODE

ENTER WORD LIST
CHOOSE FILE




Import an Already
Existing Sync Key
Option 1: Scan QR Code

1 - Tap IMPORT SYNC KEY

2 - Tap SCAN QR CODE

3 - Tap QR Code and scan

4 - Enter Master Password for Sync Key
5 - Tap Process

To Display Sync Key from the desktop app:-
select Sync menu > Add a Device

To Display Sync Key from mobile device: -
Sync View > Add a Device

This will display a QR code containing an

encrypted representation of your Sync Key.

** There is only one sync key that
is used for ALL of your devices.

*%

123 ©0 A
A Sync Setup
Setup Your Sync Key

Codebook uses the Sync Key to
encrypt all of your data during sync.

®

Do you already have a Sync Key?

IMPORT SYNC KEY

If you do not already have a Sync Key,
create one now.

CREATE SYNC KEY

Option 1 - Scan QR Code:

124 00 A 134 00 A

A Sync Setup A Scan QR Code

To display your Sync Key in another
copy of Codebook, access Sync > Add
a New Device.

Import Sync Key

An existing Sync Key can be importez

via QR code, or a word list. Tap QR code below to scan existing Sync Key

CIE) -
O

SCAN QR CODE

ENTER WORD LIST
CHOOSE FILE

Enter your Master Password to decrypt
the scanned Sync Key.




Import an Already
Existing Sync Key

(continued)

Option 2: Enter Word List

1 - Tap ENTER WORD LIST
2 - Enter the 20 words in the Word List
in order
- Tap LOOKS GOOD!
3 -Tap Next

Option 2: Enter Word List

2:08 00O B
A Sync Setup

Import Sync Key

An existing Sync Key can be imported
via QR code, or a word list. 1

SCAN QR CODE

ENTER WORD LIST

CHOOSE FILE

212 200 B>
A Enter Word List

reprimand  hurled  onion  crinkly
paper
dining  tuesday = unengaged

resonate marvelous

stopping  reaction  skinny deck

glimpse

mashing  matchbook removed

fracture  capably

Here is what you entered, look good?

LOOKS /
GOOD! 2

2114 o0 0P

f  Sync Key Imported

Your Sync Key has been imported!

To enable sync with other copies of
Codebook, you can access your Sync
Key from the Sync screen, Add a New

~— 3

Device option.




Import an Already
Existing Sync Key

(continued)

Option 3: From a File

1 - Tap CHOOSE FILE

2 - You will be prompted to select the
location of the file **
- You will need to reauthenticate
Codebook

3 - Enter the Master Password for the
Sync Key file

4 - Tap Decrypt Sync Key

** the file was created with the name
Codebook.synckey

From a File:

340 OO0 0O B>
f  Sync Setup

Import Sync Key

An existing Sync Key can be imported
via QR code, or a word list.

SCAN QR CODE
ENTER WORD LIST

CHOOSE FILE

Q@ 34300005
= Documents
Pixel 5 > Documents

[=] Images J Audio

Files in Documents 2

[y Videos

. Codebook.synckey
© 12:30 PM, 175 B, BIN file

{

3148 © 0 O B

f  Sync Setup

Enter your Master Password to
3 decrypt the Sync Key file.

IMaster Password I

Decrypt Sync Key




Initial Sync Key Setup

If you created a Codebook Cloud account
during installation, your Sync Key was
generated for you.

If you need to create a Sync Key
1 - Select Setup Sync Key from the Sync
Screen

2 - Since this is your initial Codebook setup,
Tap CREATE SYNC KEY

3 - Your new Sync Key will be generated. Tap
Next to continue,

** A new Sync Key is generated only
once and imported to other devices. **

OPTIONS

Service Codebook Cloud >
Account Signin >
Auto Sync D

(D Sync Key needed to sync with
Codebook Cloud

Last sync: Jun 24 1:27 PM 1
SYNC KEY /
Setup Sync Key >
ADVANCED OPTIONS

Overwrite

Replaces data on Codebook Cloud with local
data.

Restore

Clears local data, restores from Codebook
Cloud.

Merge

Restore from Codebook Cloud and merge in
local changes.

10:25 © + 10:26 ©
Sync Setup A Sync Key Created

Setup Your Sync Key

Codebook uses the Sync Key to
encrypt all of your data during sync.
Your new Sync Key is ready!
@ To enable sync with other copies of
Codebook, you can access your Sync
Key from the Sync screen, Add a New

Do you already have a Sync Key? Device option.

If you have already created a Sync Key
in another copy of Codebook, import it
now.

IMPORT SYNC KEY

If you do not already have a Sync Key,
create one now.

CREATE SYNC KEY

2~




Setting Up Syncing on
another Device

1. Since you already have a Sync Key, tap
IMPORT SYNC KEY.

2. From the Import Sync Key screen, tap
SCAN QR CODE.

To display your existing Sync Key from another device:
From the desktop app -

Select Sync Menu > Add a Device
From the mobile app -

Sync View > Add a Device
This will display a QR code containing an encrypted
representation of your Sync Key.

3. Scan the QR Code

4. Tap PROCESS.

5. Enter the Master Password associated with
the Sync Key you just scanned.

123 00 A 124 ©0 A 134 ©0 A
A Sync Setup A Sync Setup ft  Scan QR Code

Setup Your Sync Key Import Sync Key To display your Sync Key in another
copy of Codebook, access Sync > Add

Codebook uses the Sync Key to | An existing Sync Key can be imported a New Device.
encrypt all of your data during sync. via QR code, or a word list. Tap QR code below to scan existing Sync Key

@ SCAN QR CODE
?
Do you already have a Sync lf]eyA CHOOSE FILE
If you have already created a S Key
in another copy of Codebge¥] import it
now.
Enter your Master Password to decrypt

IMPORT SYNC KEY the scanned Sync Key.

If you do not already have a Sync Key,
create one now.

CREATE SYNC KEY

143 00 B

f  Scan QR Code

Tap QR code below to scan existing Sync Key

@ QR Code Captured

Enter your Master Password to decrypt
the scanned Sync Key.

qgwer r tyuiop
asdf gh j kI

& z x cvbnm@®




Set Sync Method o

A Categori
1. Select Home > Sync ategories

2. Tap SERVICE Y Favorites

3. Select Sync Service ® Recents
Q Search
& Settings

03 Categories

For Codebook Cloud:

4. Tap Sign In. Enter your Codebook Cloud
account and password or Create a Codebook
Cloud account.

© Sync

For Dropbox and Google Drive:

4. Tap - Tap to connect.
When syncing to Dropbox or Google Drive,
you will need to authenticate to the app once
and the settings will be saved.

For WiFi:
* 4. Tap Computer - Choose desired
Computer from the list. The computer must
have Sync preference set to WiFi to be
displayed.
* the computer must be connected to the
same local network as your device.

OPTIONS 2

i A/CodebookCIoud >

Signin >

(D Sign In to sync with Codebook
Cloud

Last sync: Jun 27 3:50 PM

10:10 © B
A  Sync
OPTIONS

Service Codebook Cloud >

Account ' T == Signin >

Auto Sync L ]

( Sign In to sync with Codebook
Cloud

Last sync: Jun 27 3:50 PM
SYNC KEY

Add a New Device

Backup Sync Key

Delete Sync Key

ADVANCED OPTIONS

Overwrite

Replaces data on Codebook Cloud with local
data.

Restore

Clears local data, restores from Codebook
Cloud.

412 o

f  Sync
Codebook Cloud 3

[Store your encrypted database in your account
Dropbox

Store your encrypted database in your account
Google Drive

Store your encrypted database in your account.
WiFi

Connect to Codebook running on your desktop.




Codebook Cloud
Synchronization

Codebook Cloud is a subscription sync
service that allows you to make Sync is triggered on
changes to your Codebook records on each device on
one device and they will automatically demand
be synced to your other devices .

Mobile

All of your devices must have
Codebook Cloud selected as the sync
preference and be signed in to the
same Codebook Cloud account.

** The same Sync Key is used for all of
your devices **

Desktop 6 Codebook

Codebook
Cloud

Changes are stored in
a central copy




Cloud Service
Synchronization

Data can be synced using your
Dropbox or Google Drive account

All data on the Cloud is encrypted
using your Sync Key

When syncing using a cloud service,
the sync process must be initiated
from each device to ensure all
changes are made in all devices.

Syncing is performed with one Cloud
Service at a time.

** The same sync key is used for all of
your devices **

-

Sync is triggered on
each device on

demand Mobile

Cloud Service \

Changes are merged
in the central copy on
the Cloud

Desktop 6 Codebook
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HOW to SynC USIng A Categories H f Sync
2 Cloud Service | == & N
) c ‘

¥ Favorites odebook Cloud > [ Dropbox B
® Recents i Sign In > Store your encrypted database in your account.
Google Drive
1 . Ta p H O me > Syn C Q SR . Store your encrypted database in your account.
- 8 Settings ® s . -
o Sign In to sync with Codebook WiFi
2 . Ta p SerV| Ce (:) Sync = Cloud Connect to Codebook running on your desktop.
3. Select the cloud service to use for g Last sync: Jun 27 3:50 PM

syncing.
4. Tap Account - Tap to connect.
For first time syncing with this service,

Dropbox.

; . . OPTIONS OPTIONS
you will be prompted to sign in and/or e b | ——
allow Codebook access to your Account  TepA-boRtEst » Account mmalibu@zetetic....
account. e e KEy
5. Tap the Sync button on the toolbar Arid 2 Hew Device Add a New Device
to start syncing. Backup Sync Key Backup Sync Key

Delete Sync Key Delete Sync Key
ADVANCED OPTIONS ADYANEED ORI
Overwrite Overwrite
. . . Replaces data on Dropbox with Eeczllag;sa.data on Dropbox with
Tip: Sync periodically to the Cloud to :::lgra;a fectore
keep an Up'tO'date encrypted copy of Clears local data, restores from Clears local data, restores from

your data in case of machine failure.




Cloud Service Sync example

Computer Mobile

1. Add a new entry in Codebook Desktop
2. Start Sync

3. Changes copied to Cloud Service

\ 4. Start Sync
5. Codebook Desktop changes merged from

Cloud Service to Codebook Mobile

Edit Entries on Codebook Mobile

Start Sync

Mobile changes copied to Cloud Service

© NS

9. Start Sync
10. Mobile changes merged from Cloud to
Codebook Desktop

6 Codebook



Sync Using Desktop
WiFi

Data can be synced using your local
WiFi network.

A WiFi sync is initiated on the mobile
device.

Data will be merged and updated on
the mobile device and the desktop.

Desktop

Sync is triggered on
the mobile device

Mobile

‘"

Oy

Data will be merged

and updated on the

mobile device and
the desktop

6 Codebook



Desktop WiFi Sync

2:55 © . . 2157 © *n

1. After enabling the WiFi sync option A Categories : #®  Local Network Q@ /
on the desktop. Tap Home > Sync £ Categories G argaret's MacBook Pro
2. Tap Service and select WiFi. ¥ Favorites
3 . Tap Computer to Choose the O Recents
network you will use for syncing. Q Search
4. Tap the Sync button on the toolbar & Settings y Last sync: Nov 11 12:31 PM

to start syncing. ® Sync SYNC KEY PTG

Add a New Device Service WiFi >
Computer Margaret's MacB... >

Service WiFi > 4

Computer Choose >

Backup Sync Key

Last sync: Nov 11 12:31 PM
Delete Sync Key RIS

SYNC KEY

Tip: Sync periodically to the Cloud to
ADVANCED OPTIONS Add a New Device

keep an up-to-date encrypted copy of
your data in case of machine failure.

Overwrite Backup Sync Key

Replaces data on with local data.
Restore ADVANCED OPTIONS

Delete Sync Key

Clears local data, restores from . Overwrite
Replaces data on Margaret's
MacBook Pro with local data

Restore
Clears local data, restores from




Important Preferences



3112 © . 312 o

ff  Sync : f  Settings
. . 0 Categories Codebook
Accessing Settings - Favoritas | 6”
Zetetic LLC

© Recents &) Lock Now
Q Search

1.  Tap Home for Navigation Menu
2. Tap Settings in the side

navigation menu % Settings & Preferances >

© Sync

Q, Change Master Password>

=, Customize Labels >
@ Database Info >
<. Integrity Check

# Release Notes
EXTERNAL LINKS

® Codebook Help

21 Community Forum

Email Codebook Support
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A Sync : A Settings

O Categories Codebook
Y Favorites ) Version 5.1.2 (1053)

Zetetic LLC

Customize Labels & LockNow

Rsearch Q, Change Master Password>

L ¢ Preferences >

© Sync A
y =, Customize Labels

® Databasenfa

Add new custom labels

Customize behaviors = Inteori EE
328 © A Edit Label
. A Choosealabel 2 ®
Enable masking ' —
Sort by: frequency Q, password
: ) Q, Password :

1. Tap Home for Navigation Menu Email Tl s Masked

2. Settings & Website DELETE

3. Customize Labels = Usemame

4. Select existing or add new Label - T e

. 123 Account QWERTYUI OFP
5. Edit Label = PIN ARBRARARN
6. Save . Phone

_— 4 ZXCVBNMQX
= Expiration

) Payment Due
&% ToTP
= License Key

123 SSN




Autolock

312 © . 344 o . 344 ©
Lea_ves appllca'tlon un'Iocked for a : f Sync E f  Settings f  Preferences
designated period of time (default 1 minute) .
D Categorles LOCKING
. .. . ¥¢ Favorites N M User Ti
Automatically locks application when timer ser Timer
expires SlRccants Lock after T'minute >
Q Search
o AUTOFILL
. . ettings
Allows more convenient access without g 2 Preferences Autofillin brovesar
" . % Sync
repetitious logins oy =, Customize Labels
FIELDS
® Database Info
Tip: Be careful, when autolock is enabled € Integrity Check Use fixed-width font ®
 Rel ANONYMOUS USAGE STATISTICS
. . Release Notes
1 Tap Home for Navigation Menu Send anonymous usage @
- EXTERNAL LINKS b mtintinn
2 Settings
® Codebook Help BIOMETRIC AUTHENTICATION
3. Preferences = bl biomet
i 1 =| Community Forum nable biometric ®
4. Use Timer, Lock after y ettt

Email Codebook Support

PERMISSIONS




Other Features
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A Settings

Codebook

357 o
A Settings

Enter your current password

3:58 ©
A Settings

Enter your new password

Version 5.1.2 (1053)
Zetetic LLC

Password Change Aoceron

Q, Change Master Password>
% Preferences >

=, Customize Labels >

1.  Settings (from Navigation

MenU) @ Database Info >
€ Integrity Check

Change Master Password

Enter current password

Enter new password

Re-enter your new password

Password change confirmation

123 456172890 123 45617890

qgqwer tyuiop
asdf gh j kI
& zxcvbnm@

| 223 ol

S

0) Master Password
Changed

Your Codebook
Master Password was

1234567890 successfully changed.

Dismiss
qwer tyuiop
asdf gh jk I
& zxcvbnm@

7123 . =




